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Dr: Fatmah Mousa Yahya Motaen
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systems program, College of Science, University of Jeddah.

Abstract:

The study investigated the effectiveness of using interactive platform data to detect
cyber-attacks targeting Saudi Arabia, focusing on identifying the countries most
frequently targeting Saudi cyberspace and the most affected sectors. A descriptive-
analytical method was employed, with data collected from reports by Netscout Cyber
Threat Horizon* and *SonicWall Security Center*. The analysis used *SPSS* and

* ArcGIS* software, centering on one month’s attack data due to the difficulty of
accessing and processing large-scale information.

Key findings showed two types of cyber-attacks on Saudi Arabia: internal and
external. The telecommunications and satellite communication sectors emerged as the
most targeted, with *Total Traffic* and *Multiple Attacks* being the most common.
Attacks were primarily concentrated in the central region, followed by the eastern
region. Additionally, a substantial portion of these attacks originated from countries in
the European Union, the United States, and the United Arab Emirates, often with
.political and economic motivations.

The study recommended establishing a national interactive platform to monitor cyber-
attacks on Saudi cyberspace, aimed at addressing security vulnerabilities across public
and private sectors and making relevant data accessible to researchers. Additionally, it
suggested conducting a similar study with cyber-attack data spanning longer time
periods to provide more comprehensive insights.

Keywords: cybersecurity - cyberattacks - interactive platforms - geography of crime
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