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F NF'GGF' FNF/.F' NG /NF?'G.F' 0'7FGF' G'/..7' /NF?'G /N.7?F' /GFGGF' ىF? /NF'7.N7F' 0'G.GF' F? G6GF
/N/N?7F' 

F?'طG ىN/N 7ىNG GG7'G ./ :/'/?إ 

G7'6G 0'.7أ-  G7F/Nئ'NزNGF' GNF?F'- /NG'7>.F' 0'GNF?GF' G>F .G'F7.- GNF?F' /NFG- //. /?G'. 

:7.FGF' 

   G'/..7' /NF?'G ?N6NG /7'7/F' .FH'F. 0'F'N.  /NF?'G.F' 0'7FGF'' NGF.GF' F? G6G 0'G
HH/F' OF? G7?.F' G/G. ./N/N?7F' /N.7?F' /GFGGF' OF? /NF'7.N7F' 7/Gg'   'G'/G.7' F ''6GF

NF'7.N7F' /GFGGFF، /N6N.H 'G'/G.7' 7/Gg' 0'?'7FF'   0'G.GF'.. /7'7/F' G'/G' FNF/.FH . G
F' Hg. FG 0'F'N.F' ?G. G. 'GG .NFNF/.F' NG7NF' .GFGF' OF? /'G.?g'7F' /NFGg' 7N7'F. /7/'

 N.7FG FGnets cout cyber threat horizon  &sonic wall security center.  0'F'N.F' FNF/. G.H
 .G'F7. G'/..7' Hg. FGSpss & Arc Gis 7G6 //GF 0'G.GF' 0'F'N. FNF/. OF? /'G.?g' G.H ،

0'F'N.F' OF? HN7/F' /.N?7 ..7. GF0H 0'F'N.F' ?NF FG 'GFNGH ./G.6F'  

    :'GGG' .&'.FF' FG //? OF' /7'7/F' .F7N.H /GFGGF' 87?.   /NF'7.N7F' 0'G.GF' FG FN?NFF
 :OF' .GF7 ،/NF.'/ 0'G.GH/N.7'. 0'G.G، ../ 'GG  0g'7.g' ?'7F G'/G.7' /.7F ?'G.7'

 ،/N?'F7F' 7'GFg' 7.? 0g'7.g' ?'7FH ،/NGF7gF'H /NGF7F'HG.GF' ?'G.7' /6.'G 0'?NF F 
Total Traffic  &Multiple attacks ،H .F'G/G.NG 0'G.GF' /N.F'>  'GNFN ،O77NF' /F7FGFF

 ،/NF76F' /F7FGF' /6.'HG.7'?'  /'/.g' HH/ F.F FG /GFGGF' OF? /NF'7.N7F' 0'G.GF' /.7F
F' /N.F'> .F'GH ///.GF' /N.7?F' 0'7'Gg'H /NGN7Gg' ///.GF' 0'NgNF'H N.H7Hg''/. 0'G.G ?G

.P/'7.F' N7'N7 

    0'G.GF' /?.'.GF /NF?'G. /NF7H /7FG ''6F' :'GGG' 0'N7N.F' FG //?. /7'7/F' ..7. 'GG
 G'?F' FN?'7FF' /6G.' NG //N.NGF' /NFGg' 0'7>/F' /7 OF? FG?FF NF'7.N7F' /GFGGF' ''6G OF?

/'GG /7'7/ ''7.' /7H76 .FN//'.FF 'G.'F'N. //'.'H 7'.F'H /N/N?7F' /N.7?F' /GFGGF' F? /F
7G6F' 8H'... /NFG8 0'7.GF /NF'7.N7F' 0'G.GF' F? 0'F'N. FG6... 

/N/'.GGF' 0'GFGF'NF'7.N7F' FGg' :- /NF'7.N7F' 0'G.GF'- /NF?'G.F' 0'7FGF' - ./GN7.F' /NG'7>. 
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Abstract: 
The study investigated the effectiveness of using interactive platform data to detect 
cyber-attacks targeting Saudi Arabia, focusing on identifying the countries most 
frequently targeting Saudi cyberspace and the most affected sectors. A descriptive-
analytical method was employed, with data collected from reports by Netscout Cyber 
Threat Horizon* and *SonicWall Security Center*. The analysis used *SPSS* and 
*ArcGIS* software, centering on one month’s attack data due to the difficulty of 

accessing and processing large-scale information. 

Key findings showed two types of cyber-attacks on Saudi Arabia: internal and 
external. The telecommunications and satellite communication sectors emerged as the 
most targeted, with *Total Traffic* and *Multiple Attacks* being the most common. 
Attacks were primarily concentrated in the central region, followed by the eastern 
region. Additionally, a substantial portion of these attacks originated from countries in 
the European Union, the United States, and the United Arab Emirates, often with 
political and economic motivations.. 

The study recommended establishing a national interactive platform to monitor cyber-
attacks on Saudi cyberspace, aimed at addressing security vulnerabilities across public 
and private sectors and making relevant data accessible to researchers. Additionally, it 
suggested conducting a similar study with cyber-attack data spanning longer time 
periods to provide more comprehensive insights. 
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F':/G/FG 

   ''N6g' .F7.F' F/G /NGF7F' 'N.NFNFG.F'H 0'GNF?GF' G>F NG //N//F' 0'NFF.F' 7NG8 O/' 

Internet of Things  /F7F7.GF' 6.'N/F'HBlock Chain  /N.'/7F' /.7N/F' 0'G/.HCloud 

Services F' 77'.G FG /'8 'GG /'7Gg'H 0'G76F'H GF'?F' H'/F. FN. HN.7G 7N> 7'.ط. OF'.G 0'G

 ،'FF'.( //N..F' /NFH7.GFg'20197 ،G7.) 

   /NF'7.N7F' 0'/N/G.F' /N'6. OF' /NGNNF' /'N/F' NG 0g'7.g'H 0'GNF?GF' 'N.NFNFG. .G/ O/' 'GG 

Cyber threats FN77..GF'. O/'H ،0'/N/G.F' //G'GGF F6G' 0'NFF.H HNF/ F? //.FF ?G/ 'G ،
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/NG'7>.F' 0'F'N.F' .G/ OF' Geographical indications  /G>F' 6N6?.F /NF'/F' 0'NFF.F' NG

/NF'7.N7F' 0'G.GF' ?F'NGH 7/'7G F? G6GF'H 0'N.G7.F' Cyber attacks  FG/. Hg. FG

 0'NNFHg' /N//.H 7'7FF' ?F7 /NFG? FN7/. OF' P/&. N.F' /7G.7GF' 0'N//.F' /?.'.GH 0'F'N.F'

.7N.G FG6. 

   NF?GF' G>F GG'7. 'GG/NG'7>.F' 0'G GIS NF'7.N7F' FGg' 0'/N/G. /7'7/ NG Cyber threats 

 G'6.G'H /NF'7.N7F' 0'/N/G.F' 7'7G. HN/ /N7N/GF' 0'GNF?GF' H'7N'H 77'.GF'. N?NF' FF.F

 .0'G.GF' G6G. 'G'/G.7' 7/Gg' 0'G/.F'H 0'G>FGF' G'6.G' OF' /G'6'g?'G.F'0 /NF'GGF' Spatial 

interactions .HH/F' FN   /G.7GF'G/   /G.7GF' HH/F'H/G ''N7 // OF?. 

    /NF?'G.F' 0'7FGF' G'/..7' /?NH Interactive platforms  0'G.GF' 0'F'N. .F?.. N.F'

 ،/NF'7.N7F'' OF? /G>Fg' GF..G P7.?. N.F' /NFGg' 0'7>/F' F? G6GFF /FN?GF' F&'7NF' O//

./'7Gg'H 0'G>FGF' ON.7G  /?'7. 'GG OF?' 0'.FF' 7'&ط.F'/NF?'G. Interactive Maps  N.F'

NFf' GN.GF' /6N. Instantaneous attack  OF?'G.'G>FGH /FH/F' /6G.' GF..G ، Hg. FG

 N.NFF. G'/..7'Real Time & Internet of Things. 

    /N/N?7F' /N.7?F' /GFGGF' /?.H''G&'6G /N'G/. .NF? N.F' HH/F' O// NF'7.N7F' Cyber 

space G'? NG NF'7.N7F' FGgF /NF7NF' /&NGF' 0'6F'G ،1439/N/ ،FG   'F/g .G'F  /'/?إ.

 0'F'N.FF NF'7.N7F' FGg' ط.'N6(DCC-1:2022)  FGg' 0'.F7.G FG OF/g' //F' ?6NF

0'F'N.F' /'N/ /7H/ F/'7G ?NG. Hg. 'G.'F'N. /N'G/ FG 0'G.F' FNGG.F NF'7.N7F' /&NGF'( 7NF' /NF

،NF'7.N7F' FGgF2022.)G  

    /N'G/F /NG.F' /G'G FG G>7F'.H NF'7.N7F' ''6GF'/NF'7.N7F' 0'G.GF' FG ' g'' G/F.F' H 7N.GF

N?'F7F' ''G6F' H'.G NG Artificial Intelligence  GF..G G'/..7'HF'0'N.G7. //N//F' Modern 

software، NG HH/F' ?NG. F?.  GF..G' GF'?F' ''.7/NFGg' 0'F'7..gF /67? ،0'G.GF'H 

 GF..G. /NFH7.GFg''GH ،'GF'G6N  'GF/GN (7/ .'GFG'H HH/F' 0'N/'7.F' OF? 

    '6F0''. G'/..7' /NF?'G /FG6G NG //.FF /7'7/F' G6G 0'F'N. /.F' NG /NF?'G.F' 0'7FGF' FNF

.N7F' ''6GF' G/G.7. N.F' /NF'7.N7F' 0'G.GF' F? G6GFF NF'GGF'.7?F' /GFGGFF NF'7./N/N?7F' /N  
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:/7'7/F' /FG6G 

    0'NFF. G'/..7' OF? /N'6.GF' H'.Fg' O/'N?'F7F' ''G6F' Artificial Intelligence  H'.F.7'H

/G.6F' 0'F'N.F' FNF/.H Big Data  N.NFF.. /F'?.7g' ?GReal Time & Internet of Things  OF'

'  '7'..7' 7/G' GF'?F' /.7N H G/7N..F' G>FF'H 0g'7.g' /G>F' G'/..7' Hg. F Expert 

SystemsNF'7.N7F' ''6GF' G'/G.7' OF? /?'7 'G ، Cyber space  GF..G H'7..'H HH/FF

'G/'7.F'H 'GFG'. 7'7GF'H 'G.6G.'  'N6F OF' O/' 'G NGH ،/'7Gg' 0'N7N7. H'7..'H F.

///?.G 0gG6G G..g'H NF7NF' FGg' ON.7G OF?.N?' 

   /NG'7>.F' 0'GNF?GF' G>F /NFF.. 'G.G/H /NF?'G.F' /N.'/7F' 0'7FGF' ''6Fg FN77..GF' ?G/ 'G 

/N.'/7F'Clouds GIS  /NF'7.N7F' 0'G.GF' ?F'NG ?...F GF0H Cyber attacks  OF? G'/Gg' /N//.H

.'G.6G.'H HH/F' GF..G ON.7G   /NF?'G.F' 7'&ط.F' .GG'7 /FHInteractive Maps  /N6N. NG

f' .FNF' NG GN.GF' 0'NFG?FN Instant time/NF'GGF' 0g?'G.F' /G'G 0/77H ، Spatial 

interactions 0'NFG?F' GF.F .F7.Fg' FNH'F? 0gNGN.H7.. /F'?.7g'. Internet address 

protocols. 

    /N/N?7F' /N.7?F' /GFGGF' /?.H'. N.F' HH/F' O//F' 0'G.GF' FG NF'?&'6G OF? /NF'7.N7 'G

NF'7.N7F'  G/G.7. N.F'H GF'?F' HH/ GF..G FGGF..G 0'G/. 0'?'7FF'H 0&6FGF'، . 'GG G/G.7

/'7Gg' 0'G/..  //.FF /7'7/F' G6G 0''. '6F./FG6GF' G6G NG 

 0g7'7/: .7'ؤ/F' 

F? /.'.gF /7'7/F' G6G 0''. 0g('7.F' :/NF'.F' /N//.F' 

1- NG'G0'G.GF' ?'NF' /NFH7.GFg' Cyber attacks  /N.7?F' /GFGGFF NF'7.N7F' ''6GF' OF?

�/N/N?7F' 

2-  'G'/G.7' 7/Gg' HH/F' NG'G /N/N?7F' /N.7?F' /GFGGFF  /NF'7.N7F' 0'G.GF'.Cyber attacks� 

3-0'?'7FF' NG 'G Sectors   'G'/G.7' 7/Gg' N7F' 0'G.GF'./NF'7. /N/N?7F' /N.7?F' /GFGGF' NG� 

4-G'/..7' /NF?'G O/G 'G 0'F'N.  /NF?'G.F' 0'7FGF' /NF'GGF' 0gNF/.F' ''7.gSpatial analysis 

F�/N/N?7F' /N.7?F' /GFGGFF NF'7.N7F' ''6GF' OF? /NF'7.N7F' 0'G.GF 
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:/7'7/F' G'/Gأ 

1-OF? G7?.F' /N/N?7F' /N.7?F' /GFGGFF NF'7.N7F' ''6GF' OF? /NFH7.GFg' 0'G.GF' ?'NF'. 

2-F? G6GF'   'G'/G.7' 7/Gg' HH/F' /N/N?7F' /N.7?F' /GFGGFF /NF'7.N7F' 0'G.GF'.. 

3-OF? G7?.F'   'G'/G.7' 7/Gg' 0'?'7FF' /NF'7.N7F' 0'G.GF'. N/N?7F' /N.7?F' /GFGGF' NG/. 

4-F'G6G F?  /NF'GGF' 0gNF/.F' ''7.g /NF?'G.F' 0'7FGF' 0'F'N. G'/..7' /NF?'G O/GSpatial 

analysis ./N/N?7F' /N.7?F' /GFGGFF NF'7.N7F' ''6GF' OF? /NF'7.N7F' 0'G.GFF 

:/7'7/F' /NGGأ 

1-/G'6' /7'7/F' /?. /NGF? /NF'GGF' GNF?F' H'.G NG Spatial Sciences  /Fg?F' /7'7/F 'GN?7F

 /NG'7>.F' 0'GNF?GF' G>F FN. /NF?'G.F'/N.'/7F' Cloud GIS ' 0'7FGF' Hg. FG FNF/.H /NF?'G.F

 NFf' .FNF' NG /NF'7.N7F' 0'F'N.F'Real Time. 

2-/7'7/ FG6 //N//F' 0'G'..g' ?'..'  /GN7.F' /NG'7>.Geography of crime  GNF?F'. 'G7.7H

NF'7.N7F' FGg'G /NFN.F' Cyber Security/NF'GGF' 0g?'G.F' F? G6GFF GF0H ، Spatial 

interactions. 

3-/NGF. ''F. /NF?'G.F' /N.'/7F' 0'7FGF' G'/..7' /NGG' F? /NGF? Interactive cloud platforms 

/NF'7.N7F' 0'G.GF' F? G6GF' NG 'G7/'H Cyber attacks ./N/N?7F' /N.7?F' /GFGGF' ON.7G OF? 

:/7'7/F' .GFG  

 OF? /7'7/F' 0/G.?'NFNF/.F' NG7NF' .GFGF' :6G7N P6F'  /7G'>F' /7'7/ OF?7HH7H 'GG 'G

  'NGNG 'GF? 7.?N 'FNF/   'NGGHNGNGF' 7N.?.F'G ، NF' G7/7G'> .F' 'G' ،'G7&'7. /6NNH NGGF' 7N.?

  'G7H 'GN7?NG   'NGF7 O7.g' 7G'N>F' ?G 'G7'..7' /.7/ H' 'GG./ H' /7G'>F' G6G 7'/FG /6NN 

،N>G/F'( ،0./ 72.) 

0'F'N. :/7'7/F' 0'F'N.F' ?G. G. F'.F' 7/'7GF' FG/N: 

-:/NF?'G.F' 0'7FGF' 0'F'N. :/NF'.F' 0'7FGF' FG /N&'7/g' 0'F'N.F' OF? /'G.?g' G. 

Sonic wall security center- Digital Attack map- NetScout. Cyber threat horizon- 

Cyber threat Real-time map (Kaspersky). 
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/FH :/NF'.F' 0'F'N.F' 7g..7' G.  /7'.F' 0'''7/g'0'G.GF' /N?NF. ، /7'.F' 0'''7/g'

0'G.GF' Hg7F' ?F'NG. ،0'G.GF'. /G/G.7GF' ?F'NGF'. /7'.F' 0'''7/g' ، 0'''7/g'

./G/G.7GF' 0'?'7FF'. /7'.F' :FG6(1). 

 ( FG61/NF?'G.F' 0'7FGF' FGH /NF'GGF' 0'F'N.F' 00NGF ) 

 

 

 

 

1-sonicwall security center 2-netscout cyber threat horizon 3-cyber threat real time map (Kaspersky). 

 

:FG6( NF'.F' 00NGFF' 7g..7' FGG' 0'F'N.F' G6G Hg. FGH2.) 

( FG62/7'7/F' 00NGF ) 

 

 /NF'.F' .G'7.F' OF? /'G.?g' G. 'GG6NGF.F NFG?0' :.&'.FF' 7g..7'H 0'F'N.F' FNF/. 

Interactive 
platforms data

Targets of 
attacks

Types of 
attacks

Temporal 
variables

Cartographic 
models and 

statistical 

analyses

Platform1

distribution of cyber 

attacks in Ksa & world

Platsform2 

detailed statistics 

cyber attacks & their 

distribution on map

Platform3

detailed types of 

cyber attackes on Ksa

Output

spatial relationship
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- .G'F7.ARC GIS 10.8 : /'G.?g' G.OF?  .G'F7.ARC GIS 10.8  /7'7/F' 0'F'N. FNF/.F

/'6Ng  OF? /NF'7.N7F' 0'G.GF'NF'7.N7F' ''6GF' FF ،/GFGG?G  /N//..G FG GN.GF' ?F'NG GF.

.GF'?F' HH/  

:/7'7/F' 0'إ.7'ء 

-/?.'7G .G. /NF?'G.F' 0'7FGF' /G'G ( FG6F' NG /7NG6GF'1) .HFNG/ 0'GNF?G. /7'.F' 0'F'N.F' 

.GF'/NF'7.N7F' 0'G Cyber attacks  /G'GFGF'?F' HH/  G'?F2023( .FG6. ،?'NF'  ،0'G.GF'

'.)0'G.GF'. /G/G.7GF' 0'?'7FF' ،'G/'/? 

- G.OF? HN7/F'  Hg. FG /N/N?7F' /N.7?F' /GFGGF' OF? /NF'7.N7F' 0'G.GFF /NF'GGF' 0'F'N.F'

 /7FGNetScout cyber threat horizon 7FGF' 'GF' /N/07GH N.F' //N/NF' / ///'.FF  0'F'N.

 ،'GF7'FGH /GFGGF' ''6.' GF..G OF? 0'G.GF' ?F'NG F? /FNF/0N./'H  0'F'N.F' OF? /7FGF'

 'G.F7>.7' N.F' /NFG6F' //GF' ،0'G.GF' ?'NF'( /NF'.F' 0'G.GF' ?NFH .N7'. ،0'?'7F'H F&'F/F'.

.)0'G.GF' 

    7G6F'. 7N/.' /7FG HNetScout cyber threat horizon   ?.0'G.G F? G6GF'. NF-(DDOS )

Distributed Dential of Service- 0'G.6F' .N7. N.F' ،0'G/.F' FG H'G7/F' 0'G.G' H

'7G7N7F'0  /7'.F' .F7.Fg' 0'G/.F /GN6.7GF'' OF? 7N/'.F' GF'6 FG 'G NGH ،/G'?F' H' ?6NF

NFGg' ' /FH/F' 0'G/.F P/'7.Fg' H' /'7Gg' H /N/ ،0'G.GF' FG ?NFF' '6GF HN67?.N FN6FF'

 /NF'.F' 0'G.GF' /77 G.(TCP- UDP- Total Traffic- IPV4- TCP SYN- DNS 

Amplification- TCP RST- L2TP Amplification- TCP ACK-.(IP Fragmentation 

    /FH.7?F' /GFGGF' 'GF .67?. N.F' /NF'7.N7F' 0'G.GF' 0'F'N. OF? HN7/F' G.F' /N /N/N?7

 .N7'. FG /N'/. 7G6 //GF1-10  .N7'. O./H31-10-2023 /7FG Hg. FG GF0H GNetScout 

cyber threat horizon  /NF'7.N7F' 0'G.GFF /FNF/F' ?F'NGF' ./6H N.F'HG. 'G NGH g'/'G.? ?GNF 

.NF'GGF' FNF/.F' 0'NFG? NG 

- 0'F'N.F' /NG7. G.Data Filtering F? ''F..7g'H 'G.g('7. F? .N.NH /7'7/F' G'/G' G/.N 'G O

 :F/G' /7/7GF' HH/F' ،/NF'7.N7F' 0'G.GF' .N7'. ،/NF'7.N7F' 0'G.GF' ?NF ،/NF?'G.F' /7FGF' G7

 'GFNF/.H ،/NF'7.N7F' 0'G.GF' 0'FH' ،0'G.GF'. /G/G.7GF' 0'?'7FF' ،/NF'7.N7F' 0'G.GFF

' .G'F7. /77'N. 'N&'7/SPSS. 
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- 0'7'7/F':/F.'7F' 

    .G.G' /FF  /NFH7.GFg' G&'7.F' FN. /Fg?F' /7'7/. 0'7'7/F' FG' NF'7.N7F' FGg' G&'7. H

/NF'GGF' /'?.g' OF? 6NG7.F'. :'GFG 

 /7'7/(Du & Yang, 2013 ) /?7'H /NF'7.N7F' 0'G.GFF /NF'GGF'H /NF'G6F' 0gNF/.F' .FH'F. N.F'

H'7FF'G7H OF' /7'7/F' .?7 /FH ، 'G. &.F.F'H /NF'7.N7F' 0'G.GF'F' 0gNF/.F' /6F'FGH ، /NFG6

H'7FF' /?7'H 0'G.GF' FNF/.F /FG'G.GF' /NF'GGF'H /N6G7G /7GG FN.7. /7'7/F' .G/..7' /FH ،

NF.G.F' NG7GF' ?G..F'H /.7/F'. 

/GF..G ?'NF' G'6.G' :'GGG' H'G .&'.FF' FG /N/?F' OF' .F7N. /FH /G7 'G GN.GF' FG NG>. 7

.GG'7 N.F' /NF'GGF' 7'GFg' FG //?  GF..G NG GN.GF' 7/'7G GNF7.F 7ط.G ?6H NG

 G. 'GG  ./NFG6F' 0'7.GF'' 7NN7. /NF?'G 0'./NF'7.N7F' GN.GF' 0'.F.7'H 6NNG.F GNG7'G 00'GF. 

' 'G(Amin, Sevil, Kocak & Francia, Hoover, 2020 )'NGFF NF'GGF' FNF/.F' 'NFH'F. /FG /7

 FNH'F?F ?FNGF' 0'///G OF? /'G.?g'. /7'6F' ///NGF'URL  G'?F 0'F'N.F' /?NG.G /F'/ /7'7/

2016  .G FG /NF'? 0g/?G 'GN/F N.F' H'/F.FF /NF'GGF' 0'?G..F' /N//. G/G. /7'7/F' 0''. /FH

.F7.Fg' 7.? 0'G.GF'GF' FG NF'7.N7F' GN.GF' 0'F'N. /?NG.G OF? HN7/F' G. /N/ ،/G? 

 .G'F7. G'/..7' G. /FH ،NF'7.N7F' FGgF P/FGF'Sat scan TM  /F.F /NF'GGF' 0gNF/.F' ''7.g

.GN.GF' 

6?. F? /.'.g' 87>. /7'7/F' 0''. 'GG  :'GFG 0g('7.F' '6FG /G&'F 7/7.. N.F' HH/F' NG'G

�'G//? /N/ FG ،/NF'7.N7F' 0'G.GF' '7G /G/FG NG N.'. N.F' HH/F' NG 'GH 0'G.GF' 7/

/N.7FF' 77'.GF' /N/ FG /NF'7.N7F'GN.GF' F7g /F.'7F' /NF'GGF' 7'FFF' GF... FGH � ' NF'7.N7F

�NF'7.N7F' GN.GFF /F.'7F' 7'FFFF /NF'GGF' 77'.GF' F? 

 H'G .&'.FF' FG //?. /7'7/F' ..7. /FH'G87.' :' /7'7/F' NG /G/..7GF' 0gNF/.F' OH/. 0'./

 /'/'GF' FGgF،NF'7.N7  ../ 'GG' G'/..7'. NF'7.N7F' FGg' 0'F'N. FNF/. ?G FG'?.F' H'GGg'. GF

.NF'7g'H 0'H/g' GF..G 'GG .' /NF'GG7'7/ .إ/F' .7H' G/G. 0'F'N.F' 7GF OF? /7'7/ ''7.

G6GF' /NF'7.N7F' 0'G.GF'H ?'G/F' 7ط.H 77'.GFF /N?N6NGF' 0'G'..g' F?. 
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HH'F. 'GG (Molla & Dawood, Veerasamy, 2023)  FGg' NG /NF'GGF' /NG'7>.F' 0'F'N.F' FN.7.

NF'7.N7F'،NF'7.N7F' FGgF /NF'GGF' /NG'7>.F' 0'F'N.F' //&'G G'6G.7' G/G. /7'7/F' 0''. /FH ، 

 FGGN N.F' /N7N&7F' FN.7.F' 0g'.G NG //.FF N?7F' OF' /G'6''.F' 0'F'N.F' 'GG/F. H /NG'7>

NG /NF'GGF' NF'7.N7F' FGg' H'.G 'GG'/..7' FGGN N.F' //N/.F' 0'NFF.F' HN/ 7'GG' /NFN.F N?7F'H ،

 .NF'7.N7F' FGg' FN/G.FgF /7'7/F' .?7H 7/'7G ?F'NG NG'G :'GGG' H'G //? 0g('7. F? /.'.

0'G.GF' .NF'7g' NG'GH �/NF'7.N7F' 0'G.GF' NG /7N7NF' /N./.F' /NF.F' ?F'NG NG'GH �'F /7N&7

�/G/..7GF' 

/7'7/F' .F7N. /FH  :'GGG' H'G .&'.FF' FG //?F' /NF'GGF' /NG'7>.F' 0'F'N.F' G'/..7' /NF?'G 0'./

NF'7.N7F' FGgF .N7'.H 'G..7FH 'G//?H 0'G.GF' ?F'NG F/G NF'7.N7F' /N/G.F' 0'F'N. /N//.H ،

.GN.GF' 

' /7'7/ 'G(Chen, Hao, Ding & Jiang, Dong, Zhang & Guo,Gao,2023 ) OF' .?7 /FG

'GF /?G'/F' ONFF'H /NF'7.N7F' G&'7.FF NGF'?F' NG'7>.F' G'>FF' G'6G.7'.G/..7' /N/ ،  /7'7/F'

 /GG?GF' /N7.F' 00'GFF'(GLMS)  NGH/'/.G' G>.FGF' 7'//Fg' 00NGFF  ?N8N. FG6.N P6F'

./.6GFF' G&'8HH /N/'?F' 7N> /.'..7g' 

 /7'7/F' ..7. /FHF' O/' :'GGG' H'G .&'.FF' FG //?.//.  FNH'F?F NF'GGF' ?N8N.F' F?IP 

7N.GF' NF'GGF' FN'..F' F? G6GF' OF' /NFH7.GFg' G&'7.F'. /7'.F' GF'?F' ON.7GF' OF? 'GG .N

/FG'6F' /G'gGF' GNNF. ''7.' /F? ../ NGNG'GGF' 00NGFF' NG 0'N67GF' /NG'. OF' 0/' //N. /Fg?، 

''. /N/P7'N?GF' G'7/Fg' ?'G.7' ../ 'GG ،/N&'7/' /Fg/ 0'0 0'Fg?F' ?NG. 0 FG'N?FF 

 OF' /G'6' ،NF'7.N7F' FGg'H /N7'N7F'' /N?'G..g' FG'N?FF /76'.GF' 7'/f' ?'G.7' 0'./

/N/'7.Fg'H ./NF'7.N7F' G&'7.F' OF? 

:/6F'FGF'H FNF/.F' 

   F' O//' /NF'7.N7F' 0'G.GF' /6F'FG /?. 0'N/'7.F'H FG' OF? /7/&GF'H /G'GF' /'?.g' 0'0 'N'6F

'6.F' '6G N.'N '6F ،/'7Gg'H HH/F' /7'7/F' FG  /6F'FGF/FG6GF'  GF'?F' ON.7G OF?NG7.F' ?G 6

 :/NF'.F' 7H'/GF' FGH /N/N?7F' /N.7?F' /GFGGF' OF? 
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:HH䐣7 'لN/GF' :GF'?F' ON.7G ىF? /NF'7.N7F' 0'G.GF' FNF/. 

:gHأ :/F7F' 7NG6 .7/ /NF'7.N7F' 0'G.GF' FNF/. 

   ( HH/. FNF/. .&'.F ....'1 GF'?F' ON.7G OF? /NF'7.N7F' 0'G.GF' //? 8'7?.7'. 7'.F' )

 G'? Hg.2023H ،GFG HHg' G7FF'  G'?2024 /G'G Hg. /NF'7.N7F' 0'G.GF' //? (7'F. ،G

 .&'.FF' .../' /N/ ،/F7F' 7NG6'7?. FG G>7F'. GF ،0'G.GF' FNNgG OF' GF'?F' HH/ GF..G 8

 NF?N 'GG ،/F7F' 7NG6 GF..G FN. 0'G.GF' //? NG 7N.G H7'G G'FG FGN GF GF' g''N g GF /.N

/NF'7.N7F' 0'G.GF' //? //'N6F G7N> HH/ FN?G 7G6 OF? 6NG7.. 

( HH/.1 G'? Hg. GF'?F' ON.7G OF? /NF'7.N7F' 0'G.GF' //? )20237.FGH G G2024G 

2024 
Million 

2023 
Million 

Month 

579.87 445.56 JAN 
468.18 373.63 FEB 
558.69 459.53 MAR 
716.19 414.23 APR 

- 494.28 MAY 
- 575.52 JUN 
- 695.48 JUL 
- 532.76 AUG 
- 474.48 SEP 
- 750.48 OCT 
- 625.66 NOV 
- 625.28 DEC 

''F. ///'.F' FG? FG :7/7GF' FG 7/'7F' NFGg' 7N7F.F' OF? Sonic wall security center  G'?FF2023G . /NFGg' /76FF'

 FG /7/'7F'Sonic wall security center  G'?F' FG HHg' G7FFF2024.G 

:GN.GF' ?NF .7/ /NF'7.N7F' 0'G.GFF NG'7>.F' FNF/.F' :'NF'/ 

   ( HH/. FNF/. .&'.F .../'2) '.GF' 0'NgNF' H NG GF'?F' HH/ /G'G 07/7. /F /NGN7Gg' ///

' N&'N6?F' /N7.F' 0'G.G /7'.H ،/NF'7.N7F' 0'G.GF' H'77(Spam volume) /N7.F' 0'G.GH ،

NF'N./g' (Phishing volume ) /N/GF' .G'7.H(Ransomware) ( .>F. /.7F.80%( H )79% H )

(75%'?F' ON.7G OF? /NF'7.N7F' 0'G.GF' NF'G.' FG ).NF'N.F' OF? GF 

     'NF'/ /FGF' /FH/ 0''. 'GG   '7N7.H /NF'7.N7F' 0'G.GF' 7/7. NG  ?NF FGCrypto jacking، 

7.NN.GGF' /6G.g G. /77GF' 7N> G'/..7g' OF? PN7F. N.F' /NFH7.GFg' G&'7.F' FG ?NF NGH، 

 /NG6F' G.'NGF'H' /N/NFF' /6G.g' H'' NG7.G F.F FG G/'N.F' O./ H 0gG?F' 0'7..7g .F7.Fg

/.7F' ?G'/. /7G6GF'، ( G&'7.F' G6G .>F. /N/27% NF'N./g' /N7.F' G&'7. 0''. 'GNG ،)
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(Phishing volume)   'NF'/ ( /.7F.23%) ?G'/. .F'G 'G.7 0'G.GF' /N.F'> H' OF? FF/N 'GG ،

/N/'7.Fg' /F77FF' '/N7'N7 8'7>g H.  

( HH/.2GF'?F' ON.7G OF? /NF'7.N7F' 0'G.GFF NF'GGF' ?N8N.F' ) 

 

NF'/F' 7N/GF':/N/N?7F' /N.7?F' /GFGGF' ON.7G ىF? /NF'7.N7F' 0'G.GF' FNF/. : 

    FN?. N.F' FG'N?F' FG ///'NF' /FH/F' ON.7G OF? /NF'7.N7F' 0'G.GF' FNF/. F? //.F' /?N

F.F' ?6'NG G'6G.7' OF? FN//'.F'F' /NF.F' NG G?6F'H F/NNN/F' /NGF7G /?'7N 'GG ، GN.N. N

 /G>Fg' GF..G NG G?6F' ?6'NG /.F'?GH F. 0'G.GF' 77'.G FG FNFF.FF /N.g?F' 7ط.F'

 /GFGGF' 'GF .67?. N.F' /NF'7.N7F' 0'G.GF' FNF/.F /7'7/F' FG '6.F' '6G N.'N '6F ،0'?'7FF'H

N7'. FG /7.GFF /N/N?7F' /N.7?F' .1-10  .N7'. O./H31-10-2023 G6G OF? 6NG7.F' N.'NH .G

  '/N//. /7.GF'  /7FG FG ///'.FF 'G./'.' .G. N.F' 0'F'N.F' 'GFgNetScout cyber threat horizon ،

 /N/  ?/7FGF' G6G .NF  0gNGN.H7. FNH'F? .7/ /NF'7.N7F' 0'G.GFF NG'7>.F' ?N8N.F' /N//..

 .F7.Fg'IP  .67?. N.F'NG /N//. F?.N 'GG ،GN.GFF'G.GF' ?F0'   'FNF/  GNF? /'G.?g' FGGNH

./7'7/F' G6G .&'.F FNF/.F 

/FH/F'  )%( /NN&GF' /.7FF''G?NF .7/ /NF'7.N7F' 0'G.GFF 
Malware Intrusion Ransomware Https1 Spam2 Phishing3 Crypto4 Malware5 IOT6 

USA 59 43 75 27 80 79 43 35 0 
China 5 0 0 0 0 0 0 0 0 
United 

Kingdom 
5 0 0 24 0 0 0 6 0 

India 4 0 23 0 0 0 27 0 0 
Unknown 0 0 0 22 0 0 0 0 0 

The 
Netherland 

0 21 0 0 0 0 0 0 17 

Romania 0 8 0 0 0 0 0 0 0 
Poland 0 4 0 0 0 0 0 0 47 

Germany 0 0 0 0 8 0 0 0 0 
Canda 0 0 0 5 3 4 3 0 0 
Brazil 0 0 0 0 3 3 0 0 0 
Chile 0 0 0 0 0 3 23 0 0 

Liechtenstein 0 0 0 0 0 0 0 29 0 
Argentina 0 0 0 0 0 0 0 5 0 

Switzerland 0 0 0 0 0 0 0 0 9 
Bulgaria 0 0 0 0 0 0 0 0 8 
Others 27 24 2 22 7 11 4 25 19 
SUM 100 100 100 100 100 100 100 100 100 
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:gHأ   'G'/G.7' 7/G䐣ط'?'0 'لFF' /NF'7.N7F' 0'G.GF'. /N/N?7F' /N.7?F' /GFGGF' NG ' Hg. G7FF

 G'? FG NF'/F'2023:G 

   ( HH/. FNF/. FG /6.'3)  8'7?.7'. 7'.F'  'G'/G.7' 7/Gg' 0'?'7FF' /NF'7.N7F' 0'G.GF'. 

' ON.7G OF?/N/N?7F' /N.7?F' /GFGGF  G'?F' FG NF'/F' G7FFF2023 .G 0g'7.g' ?'7F G'/G.7'

 /.F GN.GF' //G 7طN.GF 7>FF'.H ،/N?'F7F' 7'GFg' 7.? 0g'7.g' ?'7FH /NGF7gF'H /NGF7F'

' FN. /H'7. GF8-17 F? H/N 'GG ،/FNF/ FNG.'GGF' 'GF>.7N N.F' /NFGg' 0'7>/F' 6?. /N.H O

 0'F'N.F' /F77. G'NFFF/F77FF' 0'NFG?H . 0'NFG? ..7. 0'?'7FF' G6G OF? 6NG7.F' N.'N 'G.7H

/N/N?7F' /N.7?F' /GFGGF' NG /G>Fg' /G'GF /NFH7.GFg' /GGN/F'، ?'7FF' G6G G'/G.7' F?.N 'GG 0'

'  '7G 8 NG /7'. (7>.7G 7N> /N(7 FGH /GFGGF' HN/. F2030 FN7?. FNG.'GGF' /FH'/GH G

G'? FG6. 0g'7.g' ?'7F /N/N?7F' /N.7?F' /GFGGFF NFGg'H P/'7.Fg' ?6NF' OF? 7N/'.FF.  

 H'7N7F' 0g/7H 7.NN.GGF' FN6.. /6G.' OF' /G.NGF' /NF'7.N7F' 0'G.GF' .6G.F' 'GNG

//G 7طN.G ?'G.7' FG G>7F'. /FH/.GF'  FN. /H'7.N 'G. FN?'7FF' gG OF? GN.GF'56-79 ./FNF/ 

( HH/.3/NF'7.N7F' 0'G.GF'. 'G'/G.7' 7/Gg' 0'?'7FF' ) /N/N?7F' /N.7?F' /GFGGF' NG /F' G7FF' Hg. FG NF'

 G'?2023G 

G/G.7GF' ?'7FF' 7'7G.F'  GN.G OF?'
0'F'N.FF 

 7N/'. OF?'
0'F'N.FF 

GN.GF' //G 7طN.G 

g'7.g'/NGF7gF'H /NGF7F' 0 136.220 416.6 Gbps 60.36 Mpps 17 Minutes 
 7'GFg' 7.? 0g'7.g'

/N?'F7F' 
99.809 123.27 Gbps 11.25 Mpps 8 Minutes 

/NGF7gF' 0g'7.g' 0gF'F 708 28.64 Gbps 2.89 Mpps 21 Minutes 
 ?NF7.H ?NG.. 0'G76

0'7.NN.GGF' 
274 9.45 Gbps 1.5 Mpps 10 Minutes 

 /G'6.7g'H 0'F'N.F' /.F'?G
/F7F' 0'0 0'G/.F'H 

168 4.45 Gbps 8.52 Mpps 21 Minutes 

7.NN.GGF' FN7.. /6G.' 88 6.08 Gbps 1.14 Mpps 79 Minutes 
/FH/.GF' H'7N7F' 0g/7 32 0.1 Gbps 0.2 Mpps 56 Minutes 

7.NN.GGF' 0'G/. 25 14.91 Gbps 1.81 Mpps 4 Minutes 
 .F7.Fg' 7.? /.F'H 76FF'
.NNF' OF? //.F' 0'.'N.H 

16 2.03 Gbps 0.2 Mpps 7 Minutes 

 FG /7/'7F' /NFGg' /76FF' OF? ''F. ///'.F' FG? FG :7/7GF'Nets count DDOS Threat Intelligence, 

2023).) 
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 FG /7.GFF /N/N?7F' /N.7?F' /GFGGF' ىF? /NF'7.N7F' 0'G.GF' FNF/. :'NF'/1|31-10-2023.G 

1-:/NF'7.N7F' 0'G.GF' ?'NFأ 

   ( HH/. FNF/..4 0'G.G /.7F PH'7. /6.N )Total Traffic  7H7G /G7/ FN7?. G/G.7. N.F'

///?.GF' /NF'7.N7F' 0'G.GF' ?G ،FNG/..7GFF /'.G 7N> GF?.. .F7.Fg' Multiple attacks  N.F'

FF NF'7.N7F' ''6GF' 'GF 87?.G( >F..F /GFG32.7% H/N 'GG ،)' 0'G.GF' GF. .G/G.7' 'G.7 GF

7'.F' ?'7FF' 0'G/.H /NGNG/F' 0'G/.F' '/'7Gg' 0'G/. H 0'F'N.F' /F77 87>F ' 0'NFG? H

/NFH7.GFg' 77..F'  0'G.G 0''.H ./N7'N7 8'7>g H'DNS Amplification   'NF'/  .>F. /.7F.

(13%N 0'G.GF' FG ?NFF' '6G H' GH7?GF' FGH ) OF' HN7NF' FG FNG/..7GF' ?FG G/G.7

 G'>F' /G/. H'  'G'G. GFN7?. FN77 F? .NH ?FNG H 0'.F.7g /NFN 'GG ،' GN.GF' FG ?NFF' '6G H

 /6NG7 /?. N.F' ،G'?F'H 7'.F' FN?'7FF' 0'G/. FG FGF /NNN/F' /NGF7F' /NF.F' G/G.7N 'G.7

 /GFGGF' /N(72030G. 

    0'G.G .F.7 'GNGL2TP Amplification ،TCP ACK ،IP Fragmentation،  /6G.FG  '.7F

 7G6F' 8H'... /NFG8 0'7.GF 0'F'N.F' FNF/.H /7'7/ OF? 6NG7.F' N>.FN '6F ،0'G.GF' NF'. FN. '/.

FF..&'.FF' /F/ OF? GG/F' NG /GG'7G 

( HH/.4 /N.7?F' /GFGGFF NF'7.N7F' ''6GFF /G.'GGF' /NF'7.N7F' 0'G.GF' ?'NF' ) FG /7.GFF /N/N?7F'1|31-10-

2023.G 

/NF'7.N7F' 0'G.GF' ?'NF' //?F' % 
TCP 99 4.8 

L2TP Amplification 3 0.1 
TCP ACK 6 0.3 

IP Fragmentation 2 0.1 
Total Traffic 669 32.7 

IPV4 87 4.3 
UDP 208 10.2 

TCP SYN 24 1.2 
DNS Amplification 265 13 

Multiple attacks 668 32.7 
TCP RST 12 0.6 

Total 2043 100 
 FG 7/'7F' NFGg' 7N7F.F' OF? ''F. ///'.F' FG? FG :7/7GF'Nets count DDOS Threat Intelligence, 2023).) 
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2-'./NF'7.N7F' 0'G.GFF /F7>.7GF' //GF 

   ( HH/. FNF/..5 /6.N )'( /NF'7.N7F' 0'G.GF' /N.F'> H62.8%FN. .F7>.7' /F ) (1-10 

 ?NF FG 0'G.GF' /N.F'> .F'G /N/ ،)F&'F/Total Traffic ( .>F. /.7F.29.2% NF'. FN. )

 :HH/.( ،0'G.GF'6.)   'NF'/ 0''. 'GNG ( FN. .F7>.7' N.F' 0'G.GF'11-20  >F..F )/FNF/

(19.6% FG )' ///?.GF' 0'G.GF' .F.7 ،0'G.GF' NF'G.Multiple attacks  0'G.GHDNS 

Amplification F' '6G .F7>.7' N.F' 0'G.GF' NF'. FN. /7'/7F'FG6. 

   OF' /7'6g' 7/..H' 0'G.GF' ?NF FG /7'7/F' /7.G Hg. /GFGGF' 'GF .67?. N.F' 0'G.GF' H

87?. NGFN g '6G H' g' ،/7N7FF' ''6G  /GFGGF'NFG'H N7'N7 77. OF' NF'7.N7F' . F

P/'7.F'H  '0' /7'. ،0'G.GF' G6G ''7. /H// GF 87?.. P6F' N7'N7NN.F' 77.F'. .F7.F' 'G

  '// OF? /N.NF.F'H /NF'G6F' /GFGGF' ''N7،  FG /NF'7.N7F' 0'G.GF' /N'6. 77.N 'GG ?NFTotal 

Traffic HMultiple attacks /GFGGF' /F'7G. 7'76gF GF0H. 

   F'7.N7F' 0'G.GFF H7>.7GF' FG6F' FN. /Fg?F' FNF/. .&'.F ?....H' ?'NF' FN.H /N 0'G.GF

( /NF'G./g' /N.7FF' ?N.7. P'G /GNFF N&'7/g' FNF/.F' ../' /NF'7.N7F'823.781 HH7G /N.H )

( /Fg/ ON.7G /F? FN7N>.GF' FN. /N7GN.0.000( .>F. /.7/. ،)0.306 /F? 7GN7G FG'?GF )

( /Fg/ ON.7G0.000.FN7N>.GF' FN. /77N.G /?. /Fg? NGH ) 

( HH/.5) /NF'7.N7F' 0'G.GFF H7>.7GF' FG6F' 

H7>.7GF' FG6F' //?F' % 
10-1 1283 62.8 

20-11 401 19.6 
30-21 120 5.9 
40-31 44 2.2 
50-41 33 1.6 
59-51 29 1.4 

more than an hour 133 6.5 
Total 2043 100 

 FG 7/'7F' NFGg' 7N7F.F' OF? ''F. ///'.F' FG? FG :7/7GF'Nets count DDOS Threat Intelligence, 

2023).) 
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( HH/.6) /G.GFF H7>.7GF' FG6F'H /NF'7.N7F' 0'G.GF' ?NF FN. /Fg?F' 

/G.GF' ?NF H7>.7GF' FG6F' ( F&'F/F'. /G.GFFM( 0'?'7F'H )H) 
10-1 
M 

20-11 
M 

M30-
21 

M40-31 M50-
41 

M59-51 More 
1 H 

TCP //?F' 11 17 13 4 4 0 50 
% 0.5 0.8 0.6 0.2 0.2 0 2.4 

L2TP 
Amplification 

//?F' 3 0 0 0 0 0 0 
% 0.1 0 0 0 0 0 0 

TCP ACK //?F' 1 5 0 0 0 0 0 
% 0.0 0.2 0 0 0 0 0 

IP 
Fragmentation 

//?F' 2 0 0 0 0 0 0 
% 0.1 0 0 0 0 0 0 

Total Traffic //?F' 596 43 14 3 0 5 8 
% 29.2 2.1 0.7 0.1 0 0.2 0.4 

IPV4 //?F' 10 14 10 25 9 0 19 
% 0.5 0.7 0.5 1.2 0.4 0 0.9 

UDP //?F' 122 50 19 6 0 10 1 
% 6 2.4 0.9 0.3 0 0.5 0 

TCP SYN //?F' 23 1 0 0 0 0 0 
% 1.1 0 0 0 0 0 0 

DNS 
Amplification 

//?F' 127 58 31 0 10 9 30 
% 6.2 2.8 1.5 0 0.5 0.4 1.5 

Multiple 
attacks 

//?F' 379 210 33 6 10 5 25 
% 18.6 10.3 1.6 0.3 0.5 0.2 1.2 

TCP RST //?F' 9 3 0 0 0 0 0 
% 0.4 0.1 0 0 0 0 0 

Total //?F' 1283 401 120 44 33 29 133 
% 62.8 19.6 5.9 2.2 1.6 1.4 6.5 

Likelihood 
Ratio 

Value Significance 
823.781 0.000 

Cramer's V .306 0.000 
 FG 7/'7F' NFGg' 7N7F.F' OF? ''F. ///'.F' FG? FG :7/7GF'Nets count DDOS Threat Intelligence, 2023).) 

3-./N/N?7F' /N.7?F' /GFGFF NF'7.N7F' 6'ءGFF /G/G.7GF' /NF'7.N7F' 0'G.GFF NG'7>.F' FNF/.F' 

( HH/. FNF/. .&'.F ./6H7 )'' /N.7?F' /GFGGF' H 0'G.GF' FG FN?NFF .67?. /F /N/N?7F

 /FH  .0'G.GF' 7/'7G OF? ''F. )/N.7'. 0'G.G ،/NF.'/ 0'G.G( OF' 'GGNF7. G. /NF'7.N7F'

( .>F.G 'G..7F NG /N.7'.F' 7/'7GF' 0'0 0'G.GF' .FNG.84.9% 0'G.GF' /.7F .>F. 'GNG ،)

/GFGGF' F.'/ FG FNG.'GG 'G7N/N N.F' NF.'/F' 7/7GF' 0'0 (15.1%.) 
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( HH/.70'G.GF' 7/'7G .7/ /N/N?7F' /N.7?F' /GFGGF' OF? /NF'7.N7F' 0'G.GF' ?N8N. ) 

0'G.GF' 7/7G //?F' % 

/GFGGF' F.'/ FG NF.'/ 308 15.1 

/GFGGF' 07'. FG N.7'. 1735 84.9 

?NG.GF' 2043 100 

 FG 7/'7F' NFGg' 7N7F.F' OF? ''F. ///'.F' FG? FG :7/7GF'Nets count DDOS Threat Intelligence, 2023).) 

    7G6F'. 7N/.' FG /NF'7.N7 0'G.GF .67?. /F /N/N?7F' /N.7?F' /GFGGF' H70  GF..G FG /FH/

' 'GFG ،GF'?F' ''/F7 ( F? 'G.'G.G 0/N'6. HH/51 ( .>F. /.7F. ،)/G.G57.7% 07/7. ،)

g' ///.GF' 0'NgNF'H N.H7Hg' /'/.g' HH/ 6?. HH/F' /G&'F ///.GF' /N.7?F' 0'7'Gg'H /NGN7G

  '7>F /N?N.7 /.N.F G6G /?.H  ./G.'GGF'  ///.GF' 0'NgNF' /7'. ،HH/F' GF.F N.NFNFG.F' G/F.FF

( //7GFG 'G.'G.G /.7F .>F. N.F' /NGN7Gg'20% NGH ،)' 0'NgNF' /.>7 F8 NG (7>.7G 7N> 7G

F' HH/ /G'G OF? /77N7F' NG ///.GF' /N77F' 0'GNF?GF' OF? 0'N/.7g' Hg. FG ،GF'?'?. H FN7

G7//  //gGF'' 0'G/.F' H' 0'NFG?. G'NFF' HF'/7'. ،/NNN/F' 0'F'N.FF /F77F g' FF?. 'G '0'7G 

'. /7/&GF' HH/F' /?NF7 NG /?. N.F' /N/N?7F' /N.7?F' /GFGGFON.7G OF? GF'?F' .F'GGF /NFN/F' 'G

H 'GGg.Gg' /H7/FF/N7GFF 'GG ،NGg7g'H N.7?F' FN/N?7F' OF? 7N.G 7N/'.. /GFGGF' O>/. 'GG ،

G'/G.7' F?.N NF'7.N7F' 'G&'6G  :HH/.( ،/7'H 7G' /N/'7.F'H /N7'N7H /NFG' 8'7>g8.) 

( HH/.8/N/N?7F' /N.7?F' /GFGGFF /G.'GGF' HH/F' ) 

6FG& 0'G.GF'  7'7G.
G.GF'0' 

//? 
G.GF'0' 

% 

'GN.F.- /FgN'.- 'N7N7- 'N.GNFNG- 'NFN.7'- '/FFFG- P/F7N.- 7.GF'- 'NF'.7'- 
'N7'>F.- 'NF'GH7- 'N6NF'G- (7>GF'- '/FFN.- FN77FG- F6N7- .NH7FF'- 

GN7GGF'- '77NN7- /N.NF.F' 'N7NG- 77.F- '/FG- 7&'6.F'- FN.F.7g'- 
.NNGF'- H'NN'.- H'>.7.F'- 'N.77- 'NG'GNF7- 'NFNG- NF'GNF7'- g'7H/'NG- 

H'G? /F7F7- H'7N'- 'NF'N.F- 'N.'H7G- 'GF.- 6N/g.F.- 'N7N.NF- G.g'N- 'NF'7N'- 
G7'GF/F'- 'NFN7G' (NF.- .H'.'NF' 

 
10-1 

 
142 

 
8.2 

H'.7G'.- /NF'G6F' 'N7NG- /NN7F'- FN.FGF'- H/7g' 20-11 68 3.9 
'NF'7.7'- 'NF'7GH'- 'NG7.- FN8'7.F'- '7GFF'- /FGF' 30-21 160 9.2 

77G- 'N7H7- G'F.NG 40-31 113 6.5 
FN7F'- /7NG'>F7- FN7/.F'- 77F- 'NF'7N' 50-41 251 14.5 
'NF'GF'- '7F7G- 'N7NFH/F'- /NGN7Gg' ///.GF' 0'NgNF'-  /N.7?F' 0'7'Gg'

///.GF'- '/FFNG- ///.GF' /GFGGF' 
51 

MORE 
1001 57.7 

?NG.GF' 1735 100 
G :7/7GF' FG 7/'7F' NFGg' 7N7F.F' OF? ''F. ///'.F' FG? FNets count DDOS Threat Intelligence, 2023).) 
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4- ./N/N?7F' /N.7?F' /GFGGF' ON.7G ىF? /NF'7.N7F' 0'G.GFF NG'7>.F' FNF/.F' 

   ( HH/. FNF/. .&'.F 07G8'9 ON.7G OF? /NF'7.N7F' 0'G.GFF NG'7>.F' FNF/.F' /6F'FG /F? )

' /NNN/F' /NGF7F' /NF.F' .G/G.7' N.F' /NF'7.N7F' 0'G.GF' /.7F ?'G.7' ،/N/N?7F' /N.7?F' /GFGGF

( .>F. /N/ /GFGGF' 7طH NG20.2% NG F?FH ،)  '/N//. /.N.FF' G6G  0'G.GF' H' /N&N 'G

 /7'. ،/N7'N7NN. 8'7>g 0''. /GFGGF' 7طH OF? /NF'7.N7F'' FG6.. O77NF' /F7FGF' H

7'?F' /N'> NG 7G' NF'7.N7F' 'G&'6G OF? 6NG7.F' F?.N 'GG ،)8'N7F'( /FH/FF /N7'N7F' /G

 'GF'6 FG N.F' 0'F'N.F' /F77FH GN.GF' 0'NFG? NG /NGGg' NF7NF' FGg' OF? 7N/'.F'

P/'7.Fg'H- :FG6( ،N?'G..g'3.) 

( FG63/N/N?7F' /N.7?F' /GFGGF' OF? /NF'7.N7F' 0'G.GF' ?N8N. ) 

 

     /7'7/F' 0'F'N. OF? ''F. ///'.F' FG? FG :7/7GF'2023.G 

   g' G'/G.7' ''. 'GNG  'NF'/ /NF76F' ''6.، ( .>F. /.7F.18.1% NGH  .0'G.GF' NF'G.' FG )

 /N/N?7F' /N.7?F' /GFGGFF /N7N&7F' /F'7FF  6G7G /?. /NF76F' /F7FGF' H' /7'. (7>.7G 7N> 7G'

F' HNF/ 7.G' FG6..H7'N>F'( /N7/.F'H /N7.F' طGF، N./. /NF.. ?.G.. 'GF' 'GG ،)/NF'G7F'H /NF'? /
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 0''. 'G.7 /NF'7.N7F' 0'G.GF' GF. H' 0'.F.7g /NFN 'GG ،/N.7.NFF' 0'G/.F'H FFFFF ON.7GF'

./GFGGF' /'7.F'. 7'76g' H'/Fg /G'6' ،/F7FGFF /N./.F' /NF.F'. 7'76g' H'/F' 87>. 

   7 FN/ OF?/N.7>F' /N.NF.F' ''6.g' .F. ( /.7F. /NF'7.N7F' 0'G.GF' OF/'2.2% /?N gH ،)

  '76&G ''6.g' G6G OF? 0'G.GF' 8'G.F' /Fg/ '0،  /NFG8 /7.G OF? /7'7/F' 6NG7. ..7. 'G.7

 7G6F' 8H'... /NFG8 0'7.G OF? 6NG7.F'. /6NG.7G /7N7. /FG6GF' /7'7/ ..N.7N 'GG ،////G

 OF? GG/FF..&'.FF' /F/ 

( HH/.9/N/N?7F' /N.7?F' /GFGGF' ON.7G OF? /NF'7.N7F' 0'G.GF' ?N8N. ) 

/F7FGF' //?F' % 
H'G6F' 325 15.9 
(NF.F' 348 17 
H76 370 18.1 
(7> 318 15.6 
 7H 412 20.2ط

(7> H'G6 225 11 
(7> (NF. 45 2.2 

?NG.GF' 2043 100 
 

-0'G.GF' ?NF FN. /Fg?F' FNF/. :NG'7>.F' 'G?FNGH 

   ( HH/. FNF/. FG /6.N10 )'H  /F /N/N?7F' /N.7?F' /GFGGF' FG /N.NF.F'H /NF'G6F' ''6.g'

( /NH'7.G /.7F .F.74.7%) F ?NF FG 0'G.GFTotal Traffic 0'G.G 0/N'6. 'GNG  .Total 

Traffic ( .>F.G O77NF' /F7FGF' OF?7.6%/N&N 'G /.N.FF' G6G NG F?FH  .) ' 0'G.GF' H

0'G/.F' FN7?. 87>F /NNN/F' /NGF7F' /NF.F' G'/G.7g 0''. /NF'7.N7F' /7'.F'H /G'?F' /N.G.H ،

 7&'7. /GFGGF'///'G:FG6( ، 4 ،5 ،6 ،7 ،8 ،9.) 

   ///?.GF' 0'G.GFF /GFGGF' .67?. 'GNGMultiple attacks 'G''6.' /G'G OF? /7'7/F'. /FNG6GF' 

H'7. /.7'F.G .7F.H( FN. ./4.5%( ،/NF'G6F' /F7FGF' NG )5.6% ،/N.NF.F' /F7FGF' NG )

(5.7%( ،/NF76F' /F7FGF' NG )6% H' H/N 'G .&'.FF' G6G NG F?FH ،O77NF' /F7FGF' OF? )

./N/'7.F'H /N7'N7NN. 8'7>g GG'/G.7' G. /F NF'7.N7F' /GFGGF' ''6G 

    0'G.G .6G.F' FN/ NGTCP ACK ،IP Fragmentation ،TCP SYN، TCP RST  /G'G OF?

 'G7'7.F'H /7'7/F' 0'F'N. /N/H//G OF' 8'G.Fg' O6?NH ،/GFGGF' ''6.' FNF/.F' NGOF?  //G
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 /G.'6G O7.' 0'7'7/ ''7.' /NGG' OF? GNNF.F' /7H76 OF' 'F?G/N 'GG ،7G6F' 8H'... GF ////G

0'G.GF' FNF/. FG6.. /NF'7.N7F' .G'?F' 7'/G OF? 

 HH/.(10/N/N?7F' /N.7?F' /GFGGF' OF? /NF'7.N7F' 0'G.GF' ?N8N. ) 

0'G.GF' ?NF /GFGGF' ON.7G OF? /NF'7.N7F' 0'G.GF' ?N8N. 
H'G6 (NF. 76

H 
(7> 7H

7 
 H'G6
(7> 

 (NF.
(7> 

TCP //?F' 17 5 33 11 29 4 0 
% 0.8 0.2 1.6 0.5 1.4 0.2 0 

L2TP 
Amplification 

//?F' 0 1 0 0 0 2 0 
% 0.0 0.0 0 0 0 0.1 0 

TCP ACK //?F' 1 1 0 0 4 0 0 
% 0.0 0.0 0 0 0.2 0 0 

IP Fragmentation //?F' 0 0 0 1 0 1 0 
% 0.0 0 0 0.0 0 0 0 

Total Traffic //?F' 96 95 12
8 

83 15
6 

87 24 

% 4.7 4.7 6.2 4.1 7.6 4.3 1.2 
IPV4 //?F' 19 34 2 15 16 1 0 

% 0.9 1.7 0.1 0.7 0.8 1.1 0 
UDP //?F' 44 36 26 49 40 12 1 

% 2.2 1.8 1.2 2.4 2 0.6 0 
TCP SYN //?F' 0 4 2 0 17 1 0 

% 0.0 0.2 0.1 0 0.8 0 0 
DNS 

Amplification 
//?F' 55 57 57 32 43 16 5 
% 2.7 2.8 2.7 1.6 2.1 0.8 0.2 

Multiple attacks //?F' 92 114 11
7 

123 10
7 

100 15 

% 4.5 5.6 5.7 6 5.2 4.9 0.7 
TCP RST //?F' 1 1 5 4 0 1 0 

% 0.0 0.0 0.2 0.2 0 0 0 
NF'G.g' //?F' 325 348 37

0 
318 41

2 
225 45 

% 15.9 17 18.
1 

15.6 20.
2 

11 2.2 

    FG 7/'7F' NFGg' 7N7F.F' OF? ''F. ///'.F' FG? FG :7/7GF' Nets count DDOS Threat Intelligence, 2023).) 
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( FG64 ?NF FG /NF'7.N7F' 0'G.GF' ?N8N. )TCP 

 

 

 

 

 

 

 

 

( FG650'G.GF' ?N8N. ) NF'7.N7F'/ ?NF FG L2TP- IP Fragmentation-IPV4 

 

 

 

 

 

 

 

 

   /7'7/F' 0'F'N. OF? ''F. ///'.F' FG? FG :7/7GF'2023.G 
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( FG66 ?NF FG /NF'7.N7F' 0'G.GF' ?N8N. )Total Traffic 

 

 

 

 

 

 

 

 

( FG67 ?NF FG /NF'7.N7F' 0'G.GF' ?N8N. )UDP 

 

 

 

 

 

 

 

 

 

  /7'7/F' 0'F'N. OF? ''F. ///'.F' FG? FG :7/7GF'2023.G 
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( FG68 ?NF FG /NF'7.N7F' 0'G.GF' ?N8N. )DNS Amplification 

 

 

 

 

 

 

 

 

 

( FG69 ?NF FG /NF'7.N7F' 0'G.GF' ?N8N. )Multiple attacks 

 

 

 

 

 

 

 

 

 

 FG :7/7GF'  /7'7/F' 0'F'N. OF? ''F. ///'.F' FG?2023.G 
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:0'N7N.F'H .ئ'.FF' :NFN 'GNG 'G7.NF .&'.FF' FG //? F? /7'7/F' 07G7' 

- /7'. ،/NF'GGF' 0gNF/.F' ''7.' NG /NF?'G.F' 0'7FGF' G'/..7' /NF?'G /7'7/F' .&'.F .../'

 /7FGNetScout cyber threat horizon F' /'?.g' .FG6. N.F'/NF'GG  OF? /NF'7.N7F' 0'G.GFF

/N/N?7F' /N.7?F' /GFGGF' G/F7.F  F? 0'GNF?G 7GN. GF 'GF' g' ،0'G.GF' ''G7'.H /NFG6F' /'?.g'.

.O7.g' 0'7FGF' FG //? 0'F'N.F 'N.FF' O6.F' 'G NGH 0'G.GF'. /G/G.7GF' 0'?'7FF' 

-gF'H /NGF7F' 0g'7.g' ?'7F G'/G.7' /.7F ?'G.7' ../Fg' 7.? 0g'7.g' ?'7FH /NGF7 7'G

 0'G.G H' ../ 'GG ،/N?'F7F'Total Traffic  ///?.GF' 0'G.GF'HMultiple attacks  FG .F'G

./GFGFF NF'7.N7F' ''6GFF  'G'/G.7' 0'G.GF' ?'NF' 7/G' 

- /7N7F .F'G /GFGGFF NF'7.N7F' ''6GF' .G/G.7' N.F' /NF'7.N7F' 0'G.GF' /N.F'> H' /6.'' O/GF

( FN. ./H'7.1-10 H ،)F&'F/.F'G 'G.N.F'> ?NF FG Total Traffic. 

- /FH ،/N.7'.H /NF.'/ 0'G.G ،GN.GF' 7/'7G .7/ 0'G.GF' FG FN?NFF /GFGGF' .67?.

 /NGN7Gg' ///.GF' 0'NgNF'H N.H7Hg' /'/.g' HH/ 6?. FG /N.7'.F' 0'G.GF' /N.F'> .F'G

0'7'Gg'H ///.GF' /N.7?F'، g' ///.GF' 0'NgNF' FG 'G'7F' .>F. 0'G.GF' H' g' /NGN7GG'/. ?

P/'7.F'H N7'N7. 

7H OF? /NF'7.N7F' 0'G.GF' /.7F ?'G.7' H76H ./N/'7.F'H /N7'N7NN. 8'7>g /GFGGF' ? OFط-

 OF? 0'G.GF' 8'G.F' /?N gH ،/NF'7.N7F' 0'G.GF' OF/' /N.7>F' /N.NF.F' ''6.g' .F.7 FN/

' G6G /7'7/ ..N.7N 'GG ،////G /NFG8 /7.G OF? /7'7/F' 6NG7. ..7. ،/Fg/ '0 '76&G ''6.g

..&'.FF' /F/ OF? GG/FF 7G6F' 8H'... /NFG8 0'7.G OF? 6NG7.F'. /6NG.7G /7N7. /FG6GF' 

:/7'7/F' 0'N7N. 

1- FG?FF NF'7.N7F' /GFGGF' ''6G OF? 0'G.GF' /?.'.GF /NF?'G. /NF7H /7FG ''6F'F? /7 O

.FN//'.FF 'G.'F'N. //'.'H 7'.F'H G'?F' FN?'7FF' /6G.' NG //N.NGF' /NFGg' 0'7>/F' 

2- FG 7.G' ON.7G OF? 0'7'7/F' ''7.' H' /N/ ،HH/F' ON.7G OF? /F/'GG 0'7'7/ ''7.'

.0'GNG?.FF HNGN 'G (7F' NG /FH/F' 
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3-/N/N?7F' /N.7?F' /GFGGF' F? /F/'GG /7'7/ ''7.' /7H76  0'G.GF' F? 0'F'N. FG6..

 ،7G6F' 8H'... /NFG8 0'7.GF /NF'7.N7F'.FNF/.F' /F/H /NF'/7G H'G6F 

4- ،/NFGg' 0'F'7..g'. /7'.F' 0'F'N.F'. FN//'.F' /NH6. NG NF'7.N7F' FGgF /NF7NF' /&NGF' HH'?.

'6F' '6G. /FF?.GF' 0'7'7/F' ''7.' NG 0'77..F' GF..G FG FN//'.F' G'76'H.H 

:/N.7?F' ?.'7GF' 

 /7'/' ،?.FNH FN..FF /NGFGF' /&NGF' .NFNF/.F' NG7NF' .GFGF' .)0./( ./G/G F. NF'G ،N>G/F'

./NGNF?.F' 0'G/.F' 

( .('GN' ،/GNF.2019 G'7Gg' 6G7G ،/N77G O(7 .0'NF'G6g'H /NG'GF' :NF'7.N7F' FGg' .)G

./N.N.'7.7g'H /N7'N7F' 0'7'7/FF 

F'.( .FN/F' GF? ،'F2019 /7'7/ :/N/'7.Fg' 'G7'/&H )/NF'7.N7F'( /NFH7.GFg' 0'G.GF' 77'.G .)G

..NNGF' :/NNGF. 0'7'7/ /F7F7 ،طN7..FF N.7?F' /G?GF' .N.NF.F' HH'?.F' 7F.G HH/ /F'/ 
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